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At the end of the day, Earth is a single point of failure… 

Enterprise Architecture Division 
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Gartner Conference 

Why attend? 

 Real-world take-aways 

 Actionable insight and how-to advice across a broad range of technical topics 

 Drill-down content and proactive guidance on vendor-neutral and cross-functional 

technology topics like cloud, DevOps, and big data. 

 Considered “the” must-attend event for technical professionals by a plethora of 

technology publications and leaders throughout the U.S. 

Recommended attendees 

Architects, Managers, Analysts, Developers, and Planners. 

 

 

Miscellaneous 

 Hottest topics requested in Gartner One-on-One Meetings 

 

 

 

No need for the same person to attend yearly – recommend a different person attend every 

other year, or the same person attend every third year for maximum impact derived from the 

conference. 

Ideas, statements, and notes in this VITA created report are derived from this Gartner Catalyst 

conference presentations attended, which explain in more detail the ideas contained within this 

report. 

 

2,400+ attendees 70+ solution providers 

430+ sessions 50+ exhibitors 

Cloud Computing Data Management Strategies 

Internet of Things (IoT)  Artificial Intelligence (AI) 

Application Development Strategies for Digital Business 
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Gartner Opening Keynote 

Architect Your Digital Ecosystem 

Overview 

Great opening presentation consisting of three Gartner leaders as seen pictured below in their 

presentation to us: 

 Danny Brian – Gartner Vice President, Distinguished Analyst, and Gartner Fellow 

 

 Lori Robinson – Gartner Research Vice President 

 

 Kirk Knoernschild – Gartner Chief of Research Vice President and Conference Chair 
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They discussed topics such as: 

Infonomics 

How infosavvy are you?  Take the quiz:  https://surveys.gartner.com/s/InfonomicsBook  

 

 

 

https://surveys.gartner.com/s/InfonomicsBook
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Drones 

Drones appeared for the first time in the 2016 Gartner Hype Cycle for Emerging Technologies.  

Gartner’s 2017 graphic follows: 

 

 

 

 

FAA registered drone operators surpassed number of manned aircraft in 2016. 

Virginia is 9th out of the top ten drone states per FAA Part-107 licenses issued in 2017 – 

California is number 1 and Arizona is 10th. 

Artificial Intelligence (AI) is driving advances for new intelligent things, such as autonomous 

vehicles, robots, and drones. 

Operating in silo’s 

will fail in the 

future – must 

have digital 

ecosystems. 
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Digital Ecosystems 
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Ecosystems span multiple spheres of influence and concern spanning such areas as your 

industry, a grouping of industries, or even society in general. 

Ecosystems benefit a lot of different people creating incentives to participate in an ecosystem 

where people cooperate because they have a mutually beneficial arrangement in addition to 

the monetary incentives that others will derive through participation. 

By 2025, almost one-third of total global sales will come from ecosystems.  (McKinsey Analysis 

2017 Survey) 

We’ve always had these ecosystems, but digital platforms have enabled creation of new 

ecosystems and support of existing ecosystems in a much more rapid way.  

How do you create an ecosystem? 

Used a story from the Genealogy industry to 

illustrate. 

Nobody wants to be a genealogist, but people love 

to find out about their family history. 

A whole multi-billion dollar industry has popped up 

only recently because it was a prominent past-time 

for a lot of people to find out what their family tree looks 

like. 

The key to it all was answering how to get the records of the world to market, make 

them searchable, and where they’re able to connect them into trees where you can 

aggregate the data into a more useful state, where people can find the information 

they’re searching for. 

The answer was the sharing of certain datasets between commercial 

organizations, non-profit organizations, and volunteer organizations – an 

ecosystem. 

Other industries then popped up around this genealogy ecosystem that popped up 

because this scenario was mutually beneficial to all the participants. 
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The word Mr. Love identified for what transpired in this ecosystem is:  Co-op-e-ti-tion. 

Coopetition is an ecosystem in which competitors work together on some core 

and basic things like standards.  You choose to compete in other areas, but 

you’re not competing to the point that you’re harming the industry.  So 

everyone cooperates on some of the basics, where they’re building on 

common ground and benefitting, which then means this industry grows the 

opportunity significantly more than if everyone was fighting over every little 

piece. 

~Ransom H. Love, Founder and former CEO of Caldera, and SVP of Strategic Relations for FamilySearch 

The #1 barrier identified 

by CEO’s for creating 

digital ecosystems such 

as the aforementioned 

genealogy use case is 

culture, followed by 

resources and talent.  

Technology was not 

cited in the top three 

barriers. 
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Culture is not a top-down issue; we the people are the problem in our organizations.  IT 

practitioners have more ability to influence the culture than any top-level leader can in their 

capacity.  
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To change your organization’s ecosystems, you must change your personal 

ecosystems. 

Danny used the MX corporation example because they have been a huge disruptor in 

the banking industry and he has a friend, Ryan Moore (Engineer) that works there. 

It’s a flat organization with 60 developers in a standup all working for the CTO. 

There are no architects although the CTO did architect the overall flat 

organization ecosystem. 

Ryan Moore describes it this way: 

We all sit together, we have a single standup together.  There’s never 

any red tape between taking on an issue or a project that goes outside 

of the team you are on.  Last year I was really interested in developing 

the ability of our company to deploy features targeted at segments of 

users.  I took a look at it and started taking on those tasks, got code 

reviews from more experienced server-side engineers without having 

to lobby for a backend engineer or a data engineer to do all that work.  

In the same way you don’t see an ant with an architect hat saying “I’ve 

designed the next colony!”  Or a bee saying, “This is hive 2.0!”  We’re 
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just down there making the hive work and expanding it the way that it 

should.  An ecosystem is unmanaged in a top to bottom manner.  That 

ecosystem performs in a way that a top-down managed system 

cannot. 

Everyone in that ecosystem is working towards a common goal, which results 

in an empowering environment.  If you can do it, just do it – take the initiative.  

It’s an ecosystem of contributors. 

This does not mean everyone everywhere needs to work in a flat organization; 

there are principles to take away here and apply to your organizations within 

your spheres of influence. 

Change the vocabulary in your organization about how you talk about things.  

Use vocabulary that is freeing, not binding – avoid Buzzword Bingo.   

 

 

Buzzword Bingo example: 

If we fail to get funding for the proper metrics, the deliverables will 

suffer due to the lack of resources;  projects will fail because we don’t 
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have team players;  so we need better policies, more accurate 

timelines, and better communicated action items.  

 

Organizational processes will focus you on what you know now and do now.  

But you’re more than that, better than that. 

We must not let organizational dysfunction be the excuse for our not being the 

technologist we want to be and paid to be. 

 

Miscellaneous 

The biggest roadblock to achieving what is commonly called digital transformation isn't the 

enabling technology, which can be difficult, rather it is the culture. 

 In Gartner’s 2018 CIO Survey, 46% of respondents named culture as the biggest 

barrier to scaling digital transformation.  

https://www.gartner.com/smarterwithgartner/learn-the-art-of-culture-hacking-for-culture-change/  

 

 

https://www.gartner.com/smarterwithgartner/learn-the-art-of-culture-hacking-for-culture-change/
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The secret behind disruption and redefining analysis for the 21st century is… you: 

You detect You connect You learn 

You evaluate You innovate You optimize 

You adapt You dream You solve 

You transform You lead You…  
 

Design programs to do only a single thing, but to do it well, and to work together well with other 

programs.  ~Doug McKilroy circa 1990’s – Linux 

Sounds a bit like microservices doesn’t it? 

Linux was a major 1990’s disrupter – when including Android, Linux is currently the 

most widely deployed operating system in the world. 

IT practitioners must care about digital disruption; it will affect you, if it has not already. 

Amazon is the quintessential example of digital disruption. 

Built eCommerce platform that has changed the world. 

Yearly apparel revenue added since 2005: 

Online stores led by Amazon – Up $27.8 Billion 

Department stores – Down $29.6 Billion 

Example of Farmers Markets, which is a group of individuals, each with different and 

unique talents, products, and services that come together to create this ecosystem that 

is greater than the sum of its parts. 
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Internet of Things (IoT) Architecture 

Effective IoT Architecture and Design 

Overview 

Research and 

presentation by Mr. Erik 

T. Heidt of Gartner. 

 

 

 

 

 

IoT Core Workflow – Gartner 2018 

 

 

 

 

 

 

 

 

 

Target Architecture is the Focus Today – Gartner 2018 

 Target architecture = (Business decisions)  x  (IoT architecture) 

IoT enables new 

decision models 

and capabilities 

by pulling edge 

enterprise and 

party data 

together. 

Not all decisions 

are centralized, 

but the 

development of 

new, intelligent 

decision models 

are… 

 

IT is the digital 

business medium 

– IoT extends the 

digital business. 
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The Three Parts of an IoT Solution – Gartner 2018 

 Shorten time-to-IoT by leveraging existing edge data. 

 The cloud is not moving to the edge. 

 IoT platform is powerful because it is agile – it is the launchpad, not the rocket. 

 IoT has many challenges such as the availability of IoT generalists. 

o Estimated there are currently only around 100 in the U.S. 

 Most IoT today is data collection. 

o Embedded computing = microwave, sensors, compute bus; no 

communication. 

 Untapped and silo’d IT is a great opportunity to install IoT. 

o Untapped = has network connection, but is not used. 

 HPE has spent billions on edge computing in support of IoT – it’s coming. 

 Your coding and equipment must be able to handle the meta data of IoT. 

 IoT is continuous – not a one-time implementation. 

 Enterprise is the “last mile” for IoT. 

 IoT is mainly an open loop implementation. 

 Business objectives are critical for IoT objectives. 

Begin IoT with 

the end in mind. 

 

IoT is about 

business 

decisions. 

 

Platform is the 

beating heart of 

IoT. 

 

IoT moves from 

device focused 

into digital 

focused. 
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IoT Platform Reference Architecture – Gartner 2018 

 

 

Internet of Things (IoT) by Syntel - Consider IT Done, 2015 
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 Because platform is the beating heart of IoT, Microsoft’s “88 Acres” code name was 

mentioned: 

 

Revitalize Taiwan Industries with Internet of Things (IoT) by Cathy Yeh, Microsoft-Taiwan 
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Revitalize Taiwan Industries with Internet of Things (IoT) by Cathy Yeh, Microsoft-Taiwan 

 

 

Internet of Things (IoT) Reference Model by Cisco 
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Internet of Things (IoT) Security Reference Model by Cisco 
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Cloud Wars 

Comparing Major Cloud Platform Providers 

Overview 

Research and presentation by Mr. Elias Khnaser of Gartner. 

 

 The comparisons of the various cloud offerings were a result of months of research - 

@gartnercat 

 A multi-cloud strategy is becoming increasingly important. 

 AWS and Azure remain dominant in the cloud wars. 

 http://clouddecisions.gartner.com 

 Some AWS does not have an SLA associated with them such as elastic beanstalk. 

 IBM not a lot of change since 2015. 

 Oracle cloud moving up infrastructure-wise. 

 Alibaba focuses on the Asian market. 

 Multi-cloud is inevitable. 

AWS remains the 

lead overall 

maturity, scale, 

and ecosystem 

and marketplace. 

 

Azure has good 

high availability 

within local 

regions. 

 

AWS has good 

high availability 

across all regions. 

 

Keep in mind 

some apps 

cannot do well in 

an active/active 

AWS 

environment. 

 

http://clouddecisions.gartner.com/
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Interestingly, AWS 

has no single 

instance 

availability SLA. 

 

Amazon S3 

availability SLA is 

99.95%. 

 

AWS has no back 

up service and no 

VM console 

access (basic 

access). 
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Azure excels in 

hybrid, identity 

and access 

management, and 

scale. 

 

Azure has: 

~ limited 

availability per 

zone. 

~ no bare metal 

options. 

~ no provider 

offered Linux 

distribution 

~ no metrics 

driven load 

balancing. 

~ no regions and 

zones 

architectural 

transparency. 
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Google Cloud 

Platform (GCP) 

excels in security, 

technology and 

network, and 

financial 

incentives. 

 

GCP has no: 

~ LAN traffic 

encryption. 

~ file storage 

support. 

~ limited logging 

support for 

account 

management 

provisioning and 

security. 

~ no regions and 

zones 

architectural 

transparency. 
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Oracle Cloud 

Infrastructure 

(OCI) excels in 

Oracle’s Suite of 

Services, 

networking, and 

compute. 

 

OCI has: 

~ limited 

geographic 

coverage. 

~ no autoscaling 

service. 

~ no cross-

geography 

replication. 

~ no backup 

service. 

~ no directory 

services. 

~ no network 

forensics, etc... 

 



Pg. 28 
 

Cloud Wars  

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Overall Gartner Cloud Provider Recommendations – 2018 
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State of the Web 

The Critical Trends in Architecture, Platforms, and 

Frameworks 

Overview 

Research and presentation by Mr. Danny Brian of Gartner. 

 Web traffic dominates 

 

 

Apps are for 

loyalty. 

The web is for 

reach. 

Mobile is for 

engagement. 
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 Suppliers should support all major browser versions. 

 People don’t want to always install an app. 

 Frameworks will remain to provide structure. 

 Use a CSS preprocessor to reduce latency. 

Always have a 

dual-browser 

strategy. 

 

No investment in 

web expertise will 

be wasted. 

 

Steer clear of 

more proprietary 

browsers. 

 

Frameworks are 

for developer 

productivity. 
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Quantum Computing 

The “In Your Face” Disruption Few Understand and 

Some Fear 

Overview 

Research and presentation by Mr. Matthew Brisse of Gartner. 

 Quantum computing will totally change the computing science landscape in higher 

education. 

 Quantum computing is non-deterministic. 

o For example:  1+1 = 99.99% probability the solution is 2. 

 Commercially viable for specific problems in six to ten years. 

 Machine learning is the biggest quantum use case. 

 Financials services planning on usage in 2027. 

 

 4IR = Fourth Industrial Revolution – Quantum, Artificial Intelligence (AI), Machine 

Learning, etc. 

By 2023, 20% of 

organizations will 

be budgeting for 

quantum 

computing 

projects 

compared to less 

than 1% today. 

 

Without hype 

there is no 

funding. 

 

62 quantum 

computing 

companies 

currently. 

 

Quantum 

computing is not 

ready today. 
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 Gartner has received over 300 calls from CIO’s / CTO’s on Quantum through July 

2018. 

 Quantum algorithms are coming first for use in machine learning. 

 

 All quantum chips are one off’s. 

You won’t be 

using a Quantum 

computer to run 

your Microsoft 

Word app. 
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 Exponential speed up – N300 instead of N2 (1’s and 0’s).  

 Computational scientist will take problems to quantum system for highest probability 

solutions. 

 

 

 

Quantum 

computers must 

currently be tuned 

twice a day. 
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Security Essentials for IoT Product Developers – SecureRF 2017 

 

Banks have to be 

concerned about 

quantum. 
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Security Essentials for IoT Product Developers – SecureRF 2017 

 Quantum computing positions the qubits and then reads them. 

 Qubit = electrons. 

 Need 150-300 qubits to do meaningful work. 

 Need an oscilloscope to read qubits. 
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 To be considered quantum a machine must do entanglement. 

o D-Wave is technically not quantum because it can’t do entanglement. 
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 Free quantum computing is available on the web today. 
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Don’t ignore 

quantum 

computing! 
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Mobile Security Strategy 

How to Evolve Your Mobile Security Strategy in 2018 

Overview 

Research and presentation by Mr. Eric Maiwald of Gartner. 
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Innovation Culture 

  

Overview 

Research and presentation by Mr. Jake Knapp – New York Times Best Selling Author. 

 

 

 

 

 

 

 

 

 

 

 Best individual keynote of the conference. 

o Very engaging presentation. 

Find the best 

ideas and 

implement them! 
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o Mentioned the problem we all have with current methods where he would start 

putting appointments on his calendar and it was looking good and doable: 

 

 

o But then he was slammed all week and it was getting complicated and 

crammed and becoming unmanageable: 

 

 

o His calendar then got so stuffed he had to color code it to better track stuff: 
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o Finally with multiple back-to-back appointments and overbookings, the 

calendar started to make him feel like the frog in the Frogger Game where it 

was all he could do 

to just start each day 

(bottom of game) 

and try to reach the 

end of the day (top 

of the game) alive: 

 

 

 

 

 

 

 

 There has GOT to be a better way.     So he decided on a new approach. 
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 On Monday, make a map for the week and design your time. 

o Generally the default for the week is to do everything at once in a multi-tasking 

world, but how about instead focus on one key moment and completing it? 

 

 

o Decide what needs to be accomplished: 

 

o Then target specifically what you want to finish this week – what is doable: 
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 On Tuesday, sketch out a solution: 

 

 

 Base solution on the groups ideas: 

o Default is to brainstorm, but that wasn’t working for a variety of reasons. 

 

 

o How about with a sprint, have each person come up with an idea on their own 

at the group desk, or their own desk, or wherever is comfortable for them.  

Each person identifies a solution for that idea in good detail using whatever 

necessary research method they are comfortable with and at their pace: 
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o Then that same day everyone meets back as a group, and everyone presents 

their idea and their solution so all are equally valued by being given time to 

voice and explain their solution.  Now instead of just brainstorming ideas 

where extroverts take over, there are a bunch of ideas with solutions from 

each member of the group, and everyone can think about each solution. 

 

 

 On Wednesday, the group decides which solution(s) is the best: 

 

 

o Default with deciding on an appropriate solution is generally endless 

discussion, but in a sprint environment, it’s fast and decisive through a 

structured decision process that allows the decider to decide: 
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 On Thursday a prototype is developed: 
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 On Friday test your developed prototype: 

 

 

 

 

 Quit wasting time on: 

 Ideas that suck 

 Arguments 

 Politics 

 Meetings 

 Playing it safe 

o Default behavior is to play it safe, but with sprint it is to take big risks. 

o Default behavior is one bet, but with sprint it is parallel universes. 
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 For years, people have told us group brainstorms don’t work.     Here are well-written 

articles on the topic from 2010, 2011, 2012, 2013, 2014, and 2015.     And this isn’t 

some recent trend — half of those articles cite a 1958 Yale study which found that 

individuals working on their own are emphatically better at problem-solving than teams 

of brainstormers.   And yet, we keep right on brainstorming.    We have a problem to 

solve, we have a group of people, and somebody says, “Let’s brainstorm a few ideas.” 

We can’t resist. 

 The best ideas – the solutions that teams actually executed – came from individual 

work. 

http://jakenapp.com/sandiego  

 

http://www.newsweek.com/forget-brainstorming-74223
https://www.washingtonpost.com/blogs/post-leadership/post/why-brainstorming-doesnt-work/2011/04/01/gIQAock7cM_blog.html
http://www.newyorker.com/magazine/2012/01/30/groupthink
http://www.fastcompany.com/3006322/why-innovation-brainstorming-doesnt-work
http://www.fastcompany.com/3033567/agendas/brainstorming-doesnt-work-try-this-technique-instead
https://hbr.org/2015/03/why-group-brainstorming-is-a-waste-of-time
http://www.cre8ng.com/wp-content/uploads/2012/01/c_article-Don-Taylor-Yale-Study-Brainstorming-original-article.pdf
http://jakenapp.com/sandiego
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Multi-Cloud Playbook 

Your Multi-Cloud Playbook:  Strategy, Architecture, 

Use Cases, and Deciding Which Application to Migrate 

to Which Cloud 

Overview 

Research and presentation by Mr. Elias Khnaser of Gartner. 

 

 Multi-cloud is a special hybrid cloud case. 

 Difficult to figure out if an application should be in Azure, AWS, etc., because the main 

cloud suppliers are at feature parity. 

 Production scenarios are good with redundant multi-cloud. 

 Most multi-cloud today is redundant multi-cloud. 

 Azure is good for system of record. 

 Gartner says that every single inquiry call they receive ends in a mult-cloud 

conversation. 

 What is driving multi-cloud? 

Lock-in is a 

concern in the 

cloud, but you 

can’t eliminate it 

entirely. 

 

For instance, 

unexpected lock-

in with a cloud 

provider may 

occur through the 

sheer mass of 

data you have at 

one provider. 
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 The biggest pull to Microsoft’s Azure cloud is Office-365. 

 

 AWS is great for DR. 
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 High performance computing (HPC) is popular with multi-cloud. 

 Cloud providers must allow connections to other data centers. 

 VDI can be a challenge in a multi-cloud environment. 

 3rd party PaaS is interesting, difficult, and attractive, but not always possible. 

 Continuous multi-cloud that is far away from native communications is very expensive 

– financial institutions are trying it. 

 Workload placement can be generally with either Azure or AWS. 

o Azure is rolling out more availability zones, but currently AWS is better. 

 High performance computing (HPC) on spot instances is best with AWS. 

 For SMB on CIFS shares go with Azure. 

 AWS is more automated with objects. 

 SLA’s with Azure are better. 

 Multi-cloud architectures are: 

o Redundant Multi-cloud: 

 

o Composite Multi-cloud: 
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o Multi-cloud Use Case Examples: 
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Cloud Computing Governance 

Adaptive Governance:  Coping with the Challenges of 

Cloud Computing 

Overview 

Research and presentation by Mr. Douglas Toombs of Gartner. 

 Shadow operations expose organizations to unnecessary risks. 

 

 Principle statements should always be: 

o Relevant – grounded in specific contexts relative to the organization. 

o Actionable – readers must be able to grasp what might be required of them. 

o Clear Implications – noncompliance to core principle should have 

consequences that are practically self-evident. 
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 Implementing programmatic controls to enable governance: 

o Five key approaches: 

1. Use native tools and capabilities of the cloud provider(s). 

2. Use third-party software. 

3. Use provider native tools + third-party software. 

4. Use provider native tools + in-house developed tooling. 

5. Use provider native tools + third-party software + in-house developed 

tooling. 

o Most organizations will end up at #5. 
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 IT $$$ is moving outside IT to the business (for VITA that would mean to the agency). 
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 Principles, Programmatic Controls and Policies: 
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 Solution Path for Enabling Governance of Public Cloud Computing: 
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 Gartner Cloud Adoption Framework: 

 

 Gartner Multi-cloud Governance Framework: 
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Application Delivery 

Application Delivery Showstoppers with a Modern 

Ecosystem 

Overview 

Research and presentation by Mr. Jason Dover of KEMP Technologies. 

 Three common showstoppers. 

o #1 = Workload Migration to cloud 

 Cloud native, stateless, loose coupling. 

 50/50 by 2020 in cloud. 

 Cloud apps / On-prem apps. 

o #2 = Evolved Application Architecture (Microservices) 

o #3 = Aligning ADC multi-tenancy to cloud 

 Tighter coupling at physical layer makes it difficult for loose coupling at 

logical layer. 

 ADC scaling = Application Delivery Controller. 

 Need a PER-App ADC fabric. 

 How your multi-app VM environment might look ahhhhh. 

 But apps and VM’s easily multiply, along with 

the addition of container architecture, or even 

micro-services architecture, and then you end 

up with this: 
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 ADC licensing: 
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Data Visualization 

The Future of Data Visualization 

Overview 

Research and presentation by Mr. Daren Bradham of Gartner. 

 

 Visualization that is already here: 

 

o A plethora of beautiful charts and graphs. 

90% of the data 

present in the 

world today was 

created in the last 

two years alone! 
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o There are growing capabilities and culture around self-service business 

intelligence. 

o Ability to deploy data visualization techniques throughout the architecture. 

 Three frontiers for tomorrow’s data visualization: 

o New avenues for sensing data. 

 Smell 

 Sound Sculpting 

 Non-contact tactile feedback for feel-able 3D shapes. 

 Exploring volumetric slices through tactile shapes. 

 

 Render a large number of control points in real-time. 

 Increase tactile strength through optimizations. 

 Perform technical and user evaluations. 

 Touch 
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o New exploratory tools. 

o Data visualization to make breakthroughs. 

 Challenges implementing big data analytics in a better way include: 

o Tools are hard to master. 

o Scalability. 

 Companies find it difficult to scale up resources and human capital to 

meet big data projects that have grown exponentially. 

o Actionable insights. 

 Difficult to directly correlate higher volume of big data with better 

insights. 

 Primary issue is lack of cohesiveness amongst stakeholders 

and data scientists. 

 

Good 

visualization can 

empower, spark 

invention, and 

initiate 

discoveries. 
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 Augmented Reality (AR) helps to overcome the problems of limited human perception 

and limitations from dimensions and screen sizes when analyzing big data. 

o The problem of scaling for actionable insights is solved effectively by AR. 
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 Keep in mind that sometimes a 3D graphic is not the best visualization for some aspect 

of data. 

 Sensing = More than eyesight – includes sound, touch, etc. 

 http://biaynabogosian.com/research 

Data visualization 

means making 

data more 

digestible and 

actionable for 

people. 

 

Get inspired with 

visualizing data! 

http://biaynabogosian.com/research
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Multi-Cloud Resiliency 

Resiliency for Every State of Your Multi-Cloud Journey 

Overview 

Research and presentation by Mr. Andrew Stone and Girish Dadge of Sungard Availability 

Services. 

 Took the hierarchy of needs and applied it to multi-cloud resiliency. 

 

 

 Use GitHub for CloudFormation and DataDog for Amazon CloudWatch for integration 

and scalability. 
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. 

 CloudChecker and Spotinst to check in cost optimization in production. 

 

 Questions to ask for cloud-based recovery: 
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Cloud Storage 

Comparing Cloud Storage – Amazon, Google, and 

Microsoft. 

Overview 

Research and presentation by Ms. Angelina C. Troy of Gartner. 

 Cloud storage services: 

 

 What block storage services are available? 

 

Cost comparing is 

not needed as a 

metric as they’re 

all three about the 

same. 
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o Google Cloud Platform (GCP) has the largest volumes and highest noncached 

IOPS. 

o Microsoft Standard has the highest latency, but supports caching. 

 Also has a new SSD option called, “Standard SSD” that should 

contribute to reduced latency 

 Caching can make up for higher latencies and lower throughput using 

persistent HDD. 

o Block storage availability statistics: 

 

o Persistent HDD has considerably lower capacity cost than persistent SSD. 

o Leverage Gartner’s data and methods for testing. 

o Balance compute and storage resources: 

 Compute instance selection is every bit as important as storage 

selection. 

o Do not oversize volumes or select compute instances that are too small. 

 Volumes have performance maximums, but so do compute instances. 

o Select persistent HDD services where possible: 

 Many workload do not require SSD performance. 

 This is an opportunity for significant cost savings. 

o Set up snapshot management through serverless functions. 
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 What object storage services are available? 

 

o Data distribution design in object storage: 

 

o Data distribution in object storage: 

 

Data is your 

responsibility not 

theirs – if it gets 

lost in the cloud 

then it’s on you, 

so plan 

accordingly... 
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 Eleven-9’s durability although no durability SLA. 

 Options are available for multiple regions: 

 CRR for AWS 

 Multi-regional for Google 

 GRS for Microsoft 

 Versioning for AWS and Google. 

 Snapshots for Microsoft. 

o Object storage availability statistics: 

 

o Performance depends on the instance accessing data: 

 Larger instances generally have more throughput. 

 Google allows higher throughput for small instances. 

 Latency is under 1ms (often 0.5ms) for high- and mid-usage. 

 Low-usage is measured in minutes or hours (except Google). 

 AWS has the most consistent throughput. 

 Google has the highest small instance performance, but a lower large 

instance performance. 

 Microsoft has the highest potential throughput but also highest 

variability: 

 Note:  Latency had to be measure between VMs due to testing 

method. 

o Object Performance Statistics: 
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o Object Storage Costs: 

 

o Object Storage Highlights 

 AWS 

 Amazon S3 and Amazon Glacier use different APIs. 

 Amazon Glacier does not have an availability SLA. 

 Amazon Macie can detect sensitive date in S3 / Glacier. 

 S3 Select and Glacier Select can return a subset of an object. 

 Google 

 Multi-regional does not expose the regions it uses. 

 Public objects are automatically cached con the edge network 

Object storage 

cost is more than 

just capacity 

pricing... 
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 GCS Coldline latency is the same as high- and mid-usage. 

 Small instance performance is quiet good by comparison 

 Transfer Service can pull data from arbitrary HTTP/HTTPS 

locations into GCS buckets. 

 Microsoft 

 Not S3 API compatible by default (must use workarounds) 

 Archive Storage does not have ZRS or an availability SLA 

 Archive Storage early deletion fee is 180 days, no 90 days 

 Can update portions of an object rather than in whole 

 Azure Stack has interesting future potential for distribution and 

tie5ring capability. 

o Recommendations for Object Storage: 

 While the standard service class has the lowest operational cost, a 

large percentage of the typical organization’s data isn’t operated on so 

be sure to align the use case to the appropriate service class. 

 Control storage sprawl to avoid sticker shock 

 Focus on timely data deletion and data life cycle. 

 Determine when and if data should be deleted. 

 Focus on operational aspects to differentiate services: 

 How can the service simplify your life and data management? 

 Determine the full cost including operations, retrievals, and 

egress. 

 What File storage services are available? 
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 Recommendations for Cloud Storage in General: 

o No provider or service is the best overall. 

o Don’t forget to encrypt your data – no significant performance hit doing so. 

o Remember that you’re data is your responsibility. 
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Multiple Cloud Networking 

Networking Across Multiple Regions and 

Clouds 

Overview 

Research and presentation by Mr. Simon Richard of Gartner. 

 

 



Pg. 81 
 

Multiple Cloud Networking  
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Virtual Desktops 

VDI, DaaS, or Hybrid?  The Best Virtual Desktop 

Approach for Your Business 

Overview 

Research and presentation by Mr. Mark Lockwood of Gartner. 

 

 VDI = On-premises hosted 

o On-premises-hosted infrastructure and virtual desktops, control plane in cloud 

or on-premises – designed by you and managed by you. 

 DaaS = Cloud-hosted 

o Desktop-as-a-Service cloud-hosted infrastructure and virtual desktops, control 

plane in cloud – designed by cloud vendor, managed by cloud vendor and you. 

 Hybrid = On-premises-hosted and cloud-hosted 

o On-premises and cloud-hosted infrastructure, control plane in cloud – 

designed and managed in both ways. 

 Need to ask yourself five questions for VDI: 

o What are you trying to accomplish? 

Implementing 

virtual desktops 

where they don’t 

belong will 

guarantee failure 

and user distrust. 
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o What are my use-cases? 

o Where are my users? 

o Where is my data? 

o What is the cost? 

 Managing the performance of VDI is tricky and is the most sensitive to change. 

 There is no magic number for a VDI implementation in an organization – could be 10% 

or could be 100%. 

 VDI and DaaS is highly susceptible to a user breakage. 

 Have to segment user base on how they use their desktops when figuring out what 

would be the best deployment of a VDI solution throughout the organization. 

 Really have to watch graphics with VDI and DaaS. 

 What are you trying to accomplish? 

o Server virtualization does not equal VDI success. 

o Cloud IaaS success does not equal Desktop-as-a-Service (DaaS) success. 

o Common reasons to implement VDI: 

 Overcoming distance 

 Enhanced data security 

 Centralization 

 Non-persistence 

o Common reasons to implement DaaS: 

 Overcoming distance 

 Proximity to cloud apps 

 Elimination of complexity of VDI 

 Move to OPEX cost model 

 Elasticity 

 What are my use cases? 

o What use cases fit? 
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 Where are my users? 

o User location determines use experience. 

 Further away user is from the data location, then higher latencies 

incurred resulting in lower user productivity, and negative experiences 

 Where is my data? 

o Data needs to follow your users 
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 What is the cost? 

 

o VDI does not save money over physical deployments – 15%-20% more than 

physical desktop deployments. 

o Must be able to explain the value that virtual desktops bring that makes 

additional cost worthwhile. 

o Choose DaaS to reduce upfront capital costs and management costs, and to 

allow for elasticity and highly distributed workforce. 

o Choose VDI for greater data access speed, a larger ecosystem, and more 

control over your virtual desktop environment. 

o Centralization is a great use case for VDI. 

o Non-persistence is a huge value for VDI. 

o Choose a hybrid solution (VDI and/or DaaS) when you have significant use 

cases for both VDI and DaaS. 

o Choose to remain on physical systems if neither DaaS nor VDI offer obvious 

productivity and security enhancements. 

o Do not rush!  There are many, many ways to fail with desktop virtualization;  

slow and steady… wins! 

 No one answer is right for all scenarios. 

 Remember that physical could be the right choice. 

 The best desktop for IT may be a total failure for users. 
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 DaaS (Desktop as a Service) is managing to an SLA. 

 Elasticity = pay for desktops needed only when used. 

o For example, tax preparation occurs five months out of the year then no need 

to pay for idle resources for the rest of the year. 

 Data for DaaS = Data users manipulate. 
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Agile Skills and Practices 

Become an Agile Superhero:  Skills and Practices to 

Succeed 

Overview 

Research and presentation by Mr. Bill Holz of Gartner. 

 Team is accountable. 

 SME will hinder agility – all have to be the “expert” / multi-skilled. 

 

 Mature agile team may not need a full time scrum master. 

 90% are doing scrum if they’re doing agile. 

Perfection is the 

enemy of done. 
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 Two people coding together has been shown to be quicker. 

 No bigger waste than delivering the wrong thing. 

 Rework is waste. 

 Amazon is a DevOps company. 
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Operational Databases 

Choosing the Right Cloud Platform for the Next 

Generation of Operational Databases 

Overview 

Research and presentation by Ms. Lyn Robinson of Gartner. 

 

 CosmoDB (Azure) is used in speed and persistence layer. 

 A noSQL database is different than an on-premise database. 

 DynamoDB for AWS is preferred. 

 Data consistency is problematic for both CosmoDB and DynamoDB. 

 Cloud databases are not perfectly elastic – you have to preprovision their capacity and 

watch to see if you have provisioned enough. 

 Hot pathing = speed path. 

 Cold path = persistence path. 

 AWS setup function = overall program logic. 

 API-in-the-sky is like pie-in-the-skyyyyy. 

Gartner 

recommends 

making cloud the 

default 

deployment 

option for 

enterprise 

database 

systems. 
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 LA= Logic App. 

 Use strategic vendor approach for database cloud choices. 

 Homogeneous = moving from Oracle on-premise to Oracle cloud. 

 

 

 Database tools in the cloud scale bigger. 
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 Gartner recommends making cloud the default deployment option for enterprise 

database systems. 

o Justify any databases that remain on-premise 

o Perform new development in the cloud 

o Migrate legacy on-premises databases to dbPaaS where feasible 

 Focus DBA’s on: 

o Solution architecture 

o Performance optimization 

o Database DevOps 

o Security and compliance 

o Researching and development with new data-related technologies 

 Adopt a multi-vendor approach to mitigate concerns of cloud vendor lock-in 

o Use a primary cloud vendor for a majority of workloads 

o Use a second cloud vendor as an alternative 

o Consider Azure if yours is primarily a Microsoft shop 

o Explore AWS for moving diverse technology to the cloud 
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Identity Analytics 

How Analytics, Machine Learning, and Artificial 

Intelligence (AI) are shaping the Future of IAM 

Overview 

Research and 

presentation by Ms. Lori 

Robinson of Gartner. 

 Unable to keep 

up with the 

attacks. 

 90% of breaches 

are thru 

privileged 

access. 

 

 

User population 

identity is 

exploding, 

including Bots 

acting on behalf 

of human users. 
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Most IAM 

innovation is 

coming from 

machine learning 

and behavioral 

analysis. 
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Analytics help 

achieve effective 

and continuous 

IAM. 
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 Give strong consideration to implementing identity analytics if your organization meets 

one or more of the following criteria: 

o Is a large, regulated organization that has embraced a risk-based approach to 

IAM. 

o Relies on one-time allow/deny gating for user authentication. 

o Understands that advanced IAM reporting is insufficient and desires risk-

aware, continuous monitoring. 

o Experiences access certification fatigue.  

o Encounters widespread assignment of excessive privileges. 

o Has high usage of privileged access. 

o Suspects the presence of abandoned or orphaned accounts. 

o Has general gaps in security analytic infrastructure and experience with 

analytic tools. 

 Document use cases before selecting a vendor. 

 Look for vendors that incorporate machine learning / behavior analytics. 

 Analytics is bridging the gap between ID and access controls. 

 Real power of IAM is aggregation from other sources. 

 Analytics methods are emerging. 

 IAM = Admin, Author, and Assurance groups/disciplines – analytics spans all three. 
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 Adaptive access is the most mature IAM area. 

 ID proofing hard in a digital world. 

 Governance = Develop policy and verify policies are followed. 
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Cloud Native Strategies 

Developing Cloud Native Strategies and Architectures 

Overview 

Research and presentation by Mr. Simon Richard of Gartner. 

 What it looked like when first heading to the cloud: 

 

 What the road to cloud looks like today: 

 

 Develop cloud strategy:  Assess applications based on risk, benefits, and effort, then 

balance all three against the feasibility. 

 Expect disruption caused by cloud analytics. 

Document your 

cloud strategy. 
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 Establish cloud skill sets:  Develop the IT brokering function 
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By 2020, 

organizations that 

lack cost 

optimization 

processes will 

average 40% 

overspend in the 

public cloud. 
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Architect for 

availability in the 

cloud. 
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Automating 

broken processes 

only breaks things 

faster! 
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IoT and Gartner Reference Model 

Architect the Internet of Things (IoT) Using the Gartner 

Reference Model 

Overview 

Research and presentation by Mr. Kyle Hilgendorf of Gartner. 

 

 

“Got something 

very important to 

point out to your 

readers? Use a 

sidebar to make it 

stand out.” 
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Architect your IoT 

system using the 

Gartner IoT 

reference model – 

decompose 

complexity using 

layers, tiers, and 

interfaces. 



Pg. 113 
 

IoT and Gartner Reference Model  

   

 

 

 

 

 



Pg. 114 
 

IoT and Gartner Reference Model  
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 Edge tier is where physical meets digital. 

 http://bit.ly/iotrefmodel 

 

 

Building the Internet of Things (IoT) –  Cisco 

 

Use your cloud 

model/blueprint to 

collaborate with 

stakeholders 

while iteratively 

refining the 

blueprint based 

upon stakeholder 

feedback. 

http://bit.ly/iotrefmodel
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Internet of Things (IoT) Conceptual Architecture Model – Microsoft 
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UTO – Digital Transformation 

Driving Digital Transformation with Intelligent 

Technologies 

Overview 

Research and presentation by Ms. Joanne Fletcher of the City of San Diego. 

Unable to obtain (UTO) presentation deck through reasonable efforts. 

 

 

Self service 

capability is a 

huge driver. 
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UTO – Disparate Data 

Rubber Meets the Road:  Driving Insights from 

Disparate Data 

Overview 

Research and presentation by Mr. Cameron Forbes of Falken Tire. 

Unable to obtain (UTO) presentation deck through reasonable efforts. 

 

  

Microstrategy 

helps to turn the 

culture in an 

organization. 
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UTO – Hybrid Governance 

Hybrid Governance Demands Hybrid Execution 

Overview 

Research and presentation by One Identity. 

Unable to obtain (UTO) presentation deck through reasonable efforts. 

 

 

 

Security is still 

high on delaying 

to cloud. 

 

Do not 

necessarily get rid 

of your on-

premise solution. 

 

There is risk for 

data in motion to / 

from the cloud, 

and on data at 

rest in the cloud. 
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UTO – IT Gender Gap 

Closing the Gender Gap in IT 

Overview 

Research and presentation by Ms. Reshma Saujani, Founder and CEO of Girls Who Code. 

Unable to obtain (UTO) presentation deck through reasonable efforts. 

 

 

  

She believes the 

solution for the IT 

talent shortage is 

more women. 

 

She identified 

herself several 

times as a 

feminist with a 

capital “F”. 

 

Just because you 

failed does not 

mean you should 

not try anymore. 
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UTO – VMware 

The VMware That You Might (Not) Know 

Overview 

Research and presentation by Mr. Cameron Haight of VMware. 

Unable to obtain (UTO) presentation deck through reasonable efforts. 

 

 

 

How do you 

monitor / manage 

microservices 

when they’re up 

for less than a 

minute?   

30% of 

microservices fit 

this situation… 
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Report Contact Information 
 

 

Robert Kowalke 

Enterprise Architect 

robert.kowalke@vita.virginia.gov 

Virginia Information Technologies Agency (VITA) 
11751 Meadowville Lane, #1W-E1, Chester, VA 23836 

 

    


